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INTRODUCTION

eventeen years ago, at a time of rising opti-

mism about international cooperation and
the spread of democracy, 107 countries sent se-
nior representatives to Warsaw for the first-ever
meeting of the Community of Democracies. The
purpose in convening was for democracies to help
one another by sharing knowledge, providing as-
sistance, and engaging civil society. The premise
was that democracies in every corner of the world
could help each other meet common challenges in
fulfilling their commitment to fundamental prin-
ciples of pluralism, rule of law, and universal hu-

man rights.

Since that time, the Community of Democra-
cies has evolved into an important platform to
strengthen bonds among democracies and share
best practices. But the democratic euphoria so ev-
ident at the turn of the 21st century has dissipat-
ed as both established and emerging democracies
deal with a myriad of social, political, economic,
and security challenges—including terrorism and
violent extremism. Because of their more open and
deliberative nature, democracies are perceived as

more exposed to criminal and violent actors bent
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on exploiting such vulnerabilities through spectac-
ular attacks against civilians and by more insidious
means of corruption, propaganda, and technology.
The rise of violent extremism and sectarian conflict
in the Middle East following the Arab Spring has
fed into a broader narrative, embraced by authori-
tarian propaganda, that democracy leads to chaos
and the breakdown of security. This narrative has
helped feed doubts, even in established democra-
cies, about the role of democracy in underpinning

national security and international stability.

Given these trends, the Community of Democra-
cies has a new imperative: to demonstrate to itself
and to the world that the core values of democ-
racy and human rights are not only goods in and
of themselves, but also the most promising path
to peace and security in an increasingly turbulent
world. The report we present here to their repre-

sentatives and to all engaged citizens from civil

“[Dlemocracy and human rights are not
only goods in and of themselves, but also
the most promising path to peace and secu-
rity in an increasingly turbulent world.”




society, parliaments, businesses, and youth seeks
to show that the norms and practices of liberal de-
mocracy and human rights do in fact lead to better
security outcomes over time and across multiple

dimensions.

Based on a year-long research project gathering
the empirical evidence on the relationship be-
tween democracy and security, and on accumu-
lated experience with combating the scourge of
extremist violence and terrorism, we can say with
confidence that liberal democracy, when allowed
to consolidate and flourish, is the best path toward
achieving domestic and international peace and
security. A series of policy briefs covering a range
of security-related issues from civil war to digital
technology were commissioned by the Communi-
ty of Democracies’ Permanent Secretariat and pre-
pared by the Brookings Institution’s Foreign Policy
Program and the Institute for Security Studies.!
This research, which was complemented by con-
sultations with policymakers, academic experts,
and civil society during workshops held in India,
South Africa, Mexico, Brazil, Poland, Sweden, and
the United States, examines these linkages in sub-

stantial detail.

The evidence affirms the standard observation that
democracies do not go to war against one another.
But the data also prove that democracies are less
likely to spawn internal armed conflicts or ex-
perience deadly terrorism because they channel

dissent through nonviolent means and manage

“Authoritarian and failed states ... are more
likely to experience intra- and interstate
conflict, generate refugees, hinder women's
equality, and harbor violent extremists.”
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violence through respect for the rule of law and
human rights. Authoritarian and failed states, on
the other hand, are more likely to experience intra-
and interstate conflict, generate refugees, hinder

women’s equality, and harbor violent extremists.

The research also shows that states at intermedi-
ate stages of democratization—hybrid regimes
with mixed features of democracy and autocracy,
elite-driven patronage systems, and/or weak insti-
tutions—are generally the most vulnerable to inse-
curity, whether from violent crime, terrorism, or
entrenched poverty. These are states where there is
both weak institutional capacity and weak political
legitimacy, which together contribute to a break-
down in the social contract between citizens and
the government. This report argues that to foster
domestic and international security, and to ad-
dress the underlying drivers of violent extremism,
this social contract must be repaired. It is essential,
therefore, to adopt strategies to institutionalize
democratic governance, inclusive politics, and hu-
man rights in fragile states. Civil society—as inde-
pendent participants, monitors, and critics of our
democratic institutions—are also critical ingredi-

ents to any strategy for peace.

The Community of Democracies’ participating
states and civil society leaders can play a key role
in shaping how democratic governments and citi-
zens address the root causes of violent extremism
and pursue strategies of security and peace in ac-
cordance with democratic values and practices.
It starts and ends with the bedrock principle that
democratic governments should always strive to
perfect their own adherence to fundamental norms
of human rights and democracy, even in the face
of serious security pressures. In other words, they

should practice what they preach. Throughout this



report, we offer a plethora of other suggestions for
international, national, and subnational actors to
tackle the complex and overlapping relationships

between democracy and security. They include:

P establishing inclusive and transparent mecha-
nisms of political, economic, and security de-

cisionmaking;

» investing early and heavily in meritocratic

state institutions for delivering social services;

» empowering civil society, especially women,
to play key roles in political, economic, and

security fields of governance; and

P protecting an open, secure, and accessible eco-

system for digital technology.

One fundamental point from the accumulated

knowledge and experience with democracy and
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“[Tlhe norms and practices of liberal de-
mocracy and human rights do in fact lead
to better security outcomes over time and
across multiple dimensions.”

security is the need for sustained, long-term lead-
ership and action, tailored to local circumstances
but always tethered to the fundamental principles
of democracy and human rights laid out in the
Community of Democracies’ Warsaw Declaration
and the core international human rights treaties. If
the international community stays focused on the
ultimate aim of a world composed of states that re-
spect the fundamental rights of their citizens and
of their neighbors, we will be that much closer to
“saving succeeding generations from the scourge
of war;” protecting human rights, and achieving
“social progress and better standards of life in larg-
er freedom,” as envisioned by the United Nations
Charter.



DEMOCRACY AND SECURITY: WHAT
THE EVIDENCE TELLS US, AND
WHAT TO DO ABOUT IT

INTERNATIONAL AND INTERNAL
ARMED CONFLICTS

cholars and practitioners of diplomacy and in-
S ternational relations have long considered the
proposition, articulated by theorists like Immanu-
el Kant, that societies governed democratically are
more inclined to avoid armed conflict with each
other. The accumulated evidence, in fact, remains
strong that established liberal democracies do not
go to war against each other. Leaders accustomed
to the negotiated trade-ofts of shared power and
accountable to citizens through free, fair, and pe-
riodic elections, embedded in constitutional sys-
tems with independent judiciaries, free media,
and civilian control of the military, have built-in
checks against belligerence toward similar liberal
democratic countries. Healthy democracies are
better at credibly signaling their intentions to their
citizens and to other states. Such transparency
reduces the likelihood of miscalculations and is
more likely to lead to peaceful settlements before
the onset of direct military conflict. At least in the
realm of interstate conflict, the empirical record
suggests that a world of stronger democracies will

be more peaceful.

With the decline of interstate war over the last
many decades, particularly after the end of the
Cold War, the international community has strug-
gled instead with the persistence of internal armed
conflicts of varying intensities, some of which also
have international dimensions. Since the fall of
the Berlin Wall in 1989, according to the Uppsa-
la Conflict Data Program (UCDP), the number of
civil wars has increased with a significant uptick

since 2010. Notably, 70 conflicts involving non-

state actors were recorded in 2015, dwarfing the
yearly average of 35 between 1989 and 2015. Sim-
ilarly, armed conflicts between governments and
rebel groups increased from 41 in 2014 to 50 in
2015—making it the second highest tally since 52
were recorded in 1991. Factors contributing to in-
ternal conflict, including defining elements of de-
mocracy and human rights such as elections and
political repression, are complex and diverse. The
historical record shows, however, that countries
with strong records of respect for democracy and
human rights are far less likely to experience civil

wars than hybrid regimes.?

Figure 1. The inverted U-shaped curve:
Regime type and civil war onset
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Stronger democracies are less prone to civil war for
at least two reasons. First, at the elite level, healthy
democratic institutions and regular electoral pro-
cesses create incentives for political participation
by a wide range of ideological actors at relative-
ly low cost, while taking up arms involves much
higher costs. Second, rebel groups are less likely to
find support among citizens if popular grievances
are being met through peaceful and credible politi-
cal processes. Strong autocracies also tend to avoid
civil wars because of the repression and cooptation

employed by their state institutions.
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Hybrid regimes, on the other hand, face greater
risks of internal armed conflict for at least two rea-
sons. First, political liberalization opens new ave-
nues for grievances to be heard, but elites are not
fully committed to implement meaningful change.
Countries emerging from civil war are particular-
ly vulnerable to backsliding during the first five
years of transition as parties test new institutional
frameworks, stick to wartime objectives, or renege
on power-sharing arrangements. Second, hybrid
regimes with weak institutions lack the capacity
and resources to deliver the kind of changes that
would secure civil peace. Corruption or capture
of state agencies by predatory elites exacerbate the
situation, often locking in economic, political, and
social advantages at the expense of a broader social

contract that benefits all.

WHAT CAN BE DONE

We all have a stake in helping societies resolve in-
ternal conflicts through peaceful means. We know
what the opposite looks like—horrific human
rights abuses, severe displacement of innocent ci-
vilians, delayed education for children, refugees
fleeing across borders at great personal risk, and
more opportunities for criminals and traffick-
ers to exploit violence for their own selfish gains.
Fortunately, there are good strategies available for
preventing and ameliorating civil wars if we are
prepared to make the long-term investment in po-
litical reforms that address the underlying roots of

conflict.

» Widen channels of political participation:
First and foremost, the world’s democracies
should support broad political participation
by a wide range of political actors through
credible and transparent mechanisms at all

levels of government. The beauty of democ-

racy is that it can take many forms while still
satisfying the bedrock principles of freedom
of expression, association, and participation
in civic affairs. Regularly scheduled and credi-
ble electoral processes for the most important
seats of political power, particularly for the
chief executive position and legislative seats,
reduce conflict because they give losers pre-
dictable incentives to stay in the game.> At the
local level, communal circles of consultation
can supplement more competitive structures
of representation. Town halls, public debates,
visits with marginalized communities, and
yes, nonviolent street protests, all have legiti-
macy if carried out in accordance with inter-

national human rights law.

"Regqularly scheduled and credible electoral
processes ... reduce conflict because they
give losers predictable incentives to stay in
the game.”

P Embrace women and youth as partners in
security: Given the strong empirical evidence
that more gender-equal societies experience
less conflict, the international community
should make special efforts to support the par-
ticipation of women in politics, peace process-
es, conflict resolution mechanisms, and politi-
cal negotiations. Special efforts should also be
made to incorporate youth in decisionmaking

processes wherever possible.

P> Build strong state capacity: Creating merito-
cratic, accessible, and properly resourced state
institutions—for example, in the realms of so-
cial services or the rule of law—is critical to
reducing the risks of conflict associated with

states dominated by faction-driven patronage

Democracy and security: What the evidence tells us, and what to do about it
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networks. External actors must also under-
stand the power dynamics of local situations,
encourage those factions more amenable to a
fairer distribution of resources to build insti-
tutions to address corruption, and incentivize
responsible foreign investment that does not

facilitate elite capture of public institutions.

» Prioritize support to emerging democracies:
In deciding how best to assist other states, the
international community should prioritize sup-
port to countries undertaking genuine political
reform or emerging from conflict and commit-
ted to the democratic path. States that system-
atically exclude segments of their populations,
and are therefore at higher risk of conflict, de-
serve special attention. In addition to offering
expertise on the design of more inclusive and
transparent political systems, the international
community should support and protect civil
society actors engaged in projects of political,
economic, and social liberalization.

»  Prepare the ground for competitive politics:
Post-conflict situations are particularly vul-
nerable to backsliding and, therefore, should
not be rushed into competitive politics with-
out time to prepare the ground for fair elec-
toral processes and peaceful acceptance of
electoral results. Transitional solutions may
include power-sharing arrangements in which
formerly warring parties are granted tem-
porary access to government and legislative
positions. Such arrangements must only be
transitional, as extended periods without the
democratic accountability of free and credible
elections is often a recipe for backsliding and
conflict. Ultimately, governments must secure
public legitimacy, and the only way to accom-
plish that is through free and fair elections.

P Carry out civilian-led security sector re-
forms: One of the more vexing problems as-
sociated with strengthening democracy is
achieving state monopoly over the use of force
while simultaneously reforming the security
sector, especially in countries emerging from
civil war. Civilian, democratic control of the
military is a feature of nearly all established
democracies. It should be pursued through
proper vetting of security personnel for hu-
man rights compliance, building capable ci-
vilian-led ministries of defense and other na-
tional security agencies, enabling legislative
oversight of military budgets and policies, and
instituting mechanisms for holding uniformed
leaders accountable to democratic and human
rights principles. Programs to demobilize, dis-
arm, and reintegrate armed factions require
adequate resources to institutionalize peace.
The community of security reform experts in
academia, think tanks, and nongovernmental
organizations can help ensure security policies

reflect such best practices.

TERRORISM AND VIOLENT EXTREMISM

Acts of terrorism and violent extremism are, in
some ways, the ultimate attack on democracy, hu-
man rights, and the rule of law. When individuals
radicalized by fanatical interpretations of political
or social ideology or religion employ violence, es-
pecially acts of terrorism against unarmed civil-
ians, to further their particular beliefs, they assault
the basic underpinnings of civilized society and
human life. The deliberate targeting of innocent
people as they go to market, enjoy a concert, or
seek shelter in hospitals is particularly odious. Our
individual and collective responses to such devi-
ant behavior must respect the fundamental norms

that bind us together as human beings. Anything
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At 22.5 million, the number of refugees is “at the
highest level ever recorded,” according to the U.N.
High Commissioner on Refugees (UNHCR).* A
simple analysis of how levels of democracy correlate
with refugee outflows during the period of 1989-2013
shows that countries with higher levels of democracy
produce fewer refugees. Conversely, nondemocracies
are more likely to have larger outflows of refugees.
This finding, while not controlling for other variables,
holds true across different measurements of democ-
racy.” Seen in this light, the international community
should take regime type seriously as it considers how
best to mitigate and eventually resolve the global ref-
ugee crisis.

There are at least three key reasons why nondemo-
cracies are likely to generate a higher proportion of
refugees than democracies. First, in the most severe
cases, autocrats’ desire to remain in power at all costs
increases the likelihood of their countries becoming
“failed” states. Leaders of authoritarian regimes face
threats from within and without. In such opaque do-
mestic environments, dictators adopt coup preven-
tion techniques to retain the absolute loyalty of a nar-
row support base while marginalizing other groups in
society. Such patronage politics rend the social fabric
and increase the likelihood of internal unrest, mass
displacement of peoples, and even descent into full-
blown civil war. This exclusionary dynamic is most
apparent in the case of South Sudan—the third larg-
est source of refugees in 2016. A conflict between the
president and vice president precipitated the civil
war that involved each rival mobilizing his respec-
tive co-ethnics in a bid for control of the country.
Democracies, on the other hand, feature inclusive
mechanisms for nonviolent political competition and
broader social contracts.

A second reason why nondemocracies have higher
refugee outflows is that they typically lack both high
state capacity and the rule of law to govern effectively
and judiciously. The stunted state institutions of non-
democracies struggle to ensure the basic provision
of public goods. This results in poor socio-economic
conditions among the population, which are typically
associated with mass displacement. Such bad gover-
nance is exacerbated by the wanton corruption that
usually emerges from unaccountable autocratic rule.
With the rule of law weak or absent, the ruling elite’s

Box 1. Democracy and refugees: Three reasons why regime type matters

systematic persecution of dissenters and discrimina-
tion against minorities begets significant refugee out-
flows. For instance, the stateless Rohingyas of Myan-
mar have historically faced systematic discrimination
by the military junta. The government’s failure to ad-
dress their status and protect them from violence has
forced them to flee to Bangladesh and neighboring
Southeast Asian states. Strong democracies, by con-
trast, have transparent and accountable institutions
capable of controlling corruption and discrimination
against minorities.

Finally, nondemocracies are generally less committed
to taking their international legal obligations seriously.
Unlike democracies, which do not go to war against
each other, dictators’ disregard of international norms
gives rise to a higher proportion of militarized disputes
and consequent refugee flows. Furthermore, the pro-
pensity of authoritarians to surround themselves with
sycophantic advisors results in a higher likelihood of
poorly conceived foreign interventions that end up
generating higher levels of refugees, as in the case of
Saddam Hussein’s invasion of Kuwait. A more insidi-
ous but increasingly documented phenomenon is the
deliberate use of forced displacement by dictators for
strategic ends.® In the face of NATO pressure, Slobodan
Milosevi¢s threat to “empty Kosovo within a week”
during the 1999 Kosovo crisis illustrates this reality.

“[Tlhese three common attributes of
nondemocracies—the dictator's quest for
power through patronage politics, weak
state capacity and dismal rule of law, and
disregard of international legal norms-
explain in part why they are likely to have
higher levels of refugees.”

Overall, these three common attributes of nondem-
ocracies—the dictator’s quest for power through pa-
tronage politics, weak state capacity and dismal rule
of law, and disregard of international legal norms—
explain in part why they are likely to have higher lev-
els of refugees. The international community would
do well to recognize the indirect but well-document-
ed link between regime type and refugee flows when
considering how best to prevent migration crises.

Democracy and security: What the evidence tells us, and what to do about it
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less threatens our democratic coexistence and en-
courages extremists to continue their violent ways.
Such harsh measures as torture, extraordinary ren-
ditions, prolonged and arbitrary detentions with
little due process, violent regime change under
false pretenses, and blanket discrimination against
certain minority groups have proven particularly

ineffective and costly.

Democratic societies are perceived as more vulner-
able to terrorist acts because their more open and
permissive nature offers lower cost opportunities
for extremists to carry out terrorist operations. The
empirical evidence, however, demonstrates just the
opposite: democracies that are responsive to public
demands and respect civil liberties, minority rights,
and the rule of law are far less likely to experience
both domestic and transnational terrorism than
other types of regimes. Studies have found, for ex-
ample, that states that avoid illegal use of torture or
other cruel treatment against citizens experience
less terrorist violence, as do systems with effective
and impartial judiciaries that are viewed as legiti-
mate. Societies suffering from severe social, polit-
ical, ethnic, and/or economic fragmentation and
inequality, on the other hand, are more at risk of
terrorist attacks. These tend to be nondemocratic

countries, particularly those in civil conflict.

“[Dlemocracies that are responsive to public
demands and respect civil liberties, minority
rights, and the rule of law are far less likely to
experience both domestic and transnational
terrorism than other types of regimes.”

More recently, we are witnessing an important
exception to these general findings: a number of
well-established democracies are experiencing an
increase in transnational terrorist attacks. Perceived
grievances toward armed interventions are helping
extremist groups like al-Qaida and ISIS radicalize
and recruit more adherents to their cause. This takes
the form of foreign fighters from both democratic
and nondemocratic countries traveling to places
such as Syria to take up arms for sectarian purposes.
We also see an increase in the number of “lone wolf”
attacks in democratic Europe and North America
by fanatics who, inspired by apocalyptic visions, are
prepared to use any violent means at their disposal
to kill and maim innocent civilians and stoke fear
among the general population. Nonetheless, among
those countries experiencing the highest rates of
deadly terrorism, democracies are disproportion-
ately underrepresented. And of the 65 major violent
extremist organizations that have emerged since

1992, 51 are present in less democratic countries.

Figure 2. Top 10 worst terrorist attacks in 20167

Country Date Terrorist Organization Fatalities
1 Syria 12-10-2016 ISIS 433
2 lIraq 07-03-2016 ISIS 383
3 lIragq 02-07-2016 ISIS 300
4 Iragq 10-21-2016 ISIS 284
5 South Sudan 08-19-2016 Sudan People’s Liberation Movement in Opposition (SPLM-10) 283
6 lIrag 04-21-2016 ISIS 250
7 lIrag 10-26-2016 ISIS 190
8 Afghanistan 10-03-2016 Taliban 154
9 Somalia 01-15-2016 Al-Shabab 141
10 Iraq 10-29-2016 ISIS 130

Democracy and security: What the evidence tells us, and what to do about it
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Drivers of terrorist violence are multiple and com-
plex and vary from locality to locality. Much more
research is needed to understand better the moti-
vations and mindsets of both the elites that orga-
nize such movements and their adherents. None-
theless, as far as governance factors are concerned,
explanations for these findings revolve around the
inability of authoritarian, failing, and weak states
to find political solutions for the underlying griev-
ances that radicalize people to take such extreme
measures. Chronic political problems such as un-
derrepresentation or exclusion from government
power or economic discrimination based on reli-
gion or ethnicity are better addressed in pluralist
democratic systems with open competitive elec-
tions and fair administration of the rule of law.
States that take multidimensional approaches to
deal with root causes—political, social, psycho-
logical, community, educational, and economic
strategies combined with fair criminal justice pro-
cedures—stand a better chance of minimizing ex-

tremism.

That said, some terrorists with apocalyptic objec-
tives will probably never be persuaded that enter-
ing politics will take them to their destination. The
leaders of ISIS, for example, see history as a twilight
struggle between cultures in which the individu-
al is a disposable pawn. They fill innocent young
minds with poison, spew lies while claiming sole
ownership of the truth, pervert the teaching of one
of the world’s great religions, and seek to achieve
their goals by trying to bludgeon us into panic and

retreat.

WHAT CAN BE DONE

Our response to the scourge of terrorism and vio-
lent extremism must be both principled and prag-
matic. Liberal democracies are by design more
committed to fundamental principles of political
participation of all sectors of society and full re-
spect for human rights and the rule of law. They
also suffer fewer deadly terrorist attacks. Any com-
prehensive strategy to counter and prevent violent
extremism, therefore, must include measures to
strengthen and uphold these common features of

liberal democracy.

“Our response to the scourge of terrorism
and violent extremism must be both princi-
pled and pragmatic. ... If we respond to ter-
rorism by abandoning our own principles,
we lose the battle.”

The first responsibility of any nation is to defend its
territory, its people, and its way of life. The coun-
tries that have been attacked by al-Qaida, ISIS, and
other extremist organizations have the right to re-
spond with military force to take terrorist leaders
off the battlefield and recapture territory. But to
ultimately succeed in the fight against violent ex-
tremism, we must understand that although weak-
ness encourages terrorism, overreaction spreads it.
If we respond to terrorism by abandoning our own
principles, we lose the battle. And if we respond to
those who disrespect human life by disrespecting

human life ourselves, we lose the war.

Liberal democracy and respect for human rights
are the twin pillars upon which the defeat of ter-
rorism must be built. They may not convert minds
already trapped by hate, but they can help per-
suade the uncommitted that suicide bombing is
not glorious but rather shameful, not a defense of

religion but rather a betrayal of it.
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Tackle terrorism through law and justice: We
agree with experts who argue that states must
prioritize rule of law and criminal justice strat-
egies for addressing violent extremism, par-
ticularly once territory has been recaptured
militarily from groups like ISIS. Rule of law
programming, for example, should include

building strong judicial institutions and cul-

tures, supporting fair and effective criminal
justice procedures, expanding human rights
education, effectively punishing abuses by state
security forces when they occur, promoting
widespread citizen participation (especially by
marginalized groups) in public policy decision-
making, and fighting corruption. Such efforts

should not be packaged exclusively or princi-

Box 2. Youth and violent extremism

Young people are a specific group of interest in dis-
cussions about violent extremism, and violence
more generally.® This phase of life is marked by con-
tinued socialization and identity formation, a stage
in which youth are assumed to be more vulnerable
to external influences, such as extremist and crimi-
nal groups. This generalization, however, denies the
significant agency that young people display, and the
multiple roles as well as gender differences associated
with their decisions. While the youthfulness of pop-
ulations in many developing countries is associated
with increased security risks, it is also the source of
potential demographic dividends if young people are
recognized also as contributors to society, including
as political actors, employees, parents, and citizens.

A wide range of studies on young people’s associations
with violent extremism point to different sets of factors
that operate together to influence or protect against
young people’s involvement in violent extremism.

P Political factors, such as the absence or weakness

of the state and official corruption, experienced
by youth as neglect, disinterest, or even victim-
ization, can motivate young people to seek alter-
native means for achieving their needs (including
socio-economic needs and protection from abuse)
in extremist groups and associations; this has been
observed in Mali and Nigeria.® Evidence also sug-
gests that repressive government actions, includ-
ing human rights abuses, exacerbate discontent
and anger directed at the government.”’ Allega-
tions of extrajudicial executions in Kenya, Egypt,
and Nigeria appear to be a motivating factor for
the youth who join al-Shabab, ISIS, and Boko Ha-
ram, respectively. The targeting of ethnic and/or
religious communities has shown similar respons-
es from young people, for example, actions taken

by Kenyan security agencies against Kenyan So-
malis during Operation Usalama Watch in 2014."
Government-sponsored abuses have been shown
to foment political and social divisiveness, creat-
ing greater vulnerabilities to extremist groups.'?

P While poverty and related socio-economic factors

are often assumed to be a driver of young people
joining extremist groups, the evidence indicates
more complexity in these associations. A study
from Mali, for example, confirmed a link between
youth unemployment and their involvement with
armed jihadist groups. However, it was also shown
that young people ended up in these groups despite
having sources of income that they considered sat-
isfactory prior to their involvement, and that addi-
tional factors were at play, including the protection
of their livelihoods or illicit activities such as drug
trafficking.”® The significant number of ISIS recruits
that come from middle-class backgrounds, with
some holding stable, well-paid jobs in developed
countries, argues for far more nuanced explanations
that are not centered only on economic factors. Psy-
chological and social issues such as disillusionment
and frustration due to perceptions of limited path-
ways to achieve progress relating to personal or po-
litical goals might lead young people to seek other
avenues to achieve these goals, including joining
extremist groups such as al-Shabab.** The issue may
also be one of exclusion from the economy or cer-
tain sectors of it, rather than unemployment itself.
Using Belgium as an example—the country with
the largest employment gap between foreign na-
tionals and nationals in Europe—Blattman argues
that economic exclusion is compounded by social
or racial differences and draws the conclusion that
“the shame and injustice of exclusion, not poverty,
is what leads so many to rebel”®
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pally as a counterterrorism strategy, given the
justifiable concerns that excessively harsh secu-
rity measures often backfire and drive commu-
nities away from cooperation with state author-
ities. It is also critical to tailor strategies to the
local context of each situation given the com-

plex array of grievances driving radicalization.

Engage all sectors, including the media, to
fight extremism: All parts of democratic soci-
eties have a role to play in minimizing the op-
portunities for terrorists to wage deadly vio-
lence. Media outlets should avoid exaggerated
and sensationalized coverage of attacks, which
amplify fear and inflate the apparent power of

violent extremist groups. This is not to argue

P Factors associated with family, parenting, and

social systems have emerged in other studies.
In Mauritania, many young people involved in
al-Qaida in the Islamic Maghreb (AQIM) were
found to be from divorced families.'"® While this
in itself likely can be managed with strong family
support, the lack of parental supervision and care
for orphaned or abandoned children has been in-
creasingly linked to radicalization in communities
in northern Nigeria.”” A further parallel among
recruits is what researchers have referred to as “ab-
sent father syndrome” There appears to be a link
between abandonment or abuse by fathers during
childhood and entry into violence in later years.
Moreover, the propensity of youth to be strongly
influenced by charismatic, (typically) male leaders
or recruiters appears to be greater in cases where
the father was absent from a child’s life.”® In Soma-
lia, the absence of father figures among men and
boys that have joined al-Shabab is also significant.
A study by Ferguson found that the years of war in
Somalia have destroyed multi-generational family
connections that serve to nurture and guide young
people.”

P These issues relating to identity and belonging

reverberate in other empirical studies, especial-
ly where the attractiveness of ISIS is considered.
Taspmar describes ISIS as a “pseudo-state in
search of citizens,” and those that join as search-
ing for belonging and acceptance.” This finding
is echoed in a study of ISIS defectors carried out
by the International Centre for the Study of Rad-
icalisation and Political Violence.?! Issues around
identity must be understood in a global context of
young people who, for different reasons, are strug-
gling to find a place of belonging and acceptance.

Many recommendations for addressing young peo-
ple’s attraction to or direct involvement in extremist
groups echo the obligations already embedded in
international policy frameworks, and those in other
research produced in the Democracy and Security
Dialogue:

P Local drivers demand local responses. Policy re-
sponses should be tailored to the complex local
conditions faced by young people, and recognize
that no single factor (e.g., economics, religion, or
ideology) sufficiently explains why young people
become involved in extremist groups.

P Tailor strategies to the varied roles of young men
and women. Young people play multiple roles in
their communities—as caregivers as well as stu-
dents and workers. Differences in how young
men and women roles in society are determined,
as well as their choices in relation to associations
with extremist groups, are also important to un-
derstand. Policies should rely on the best available
interdisciplinary research and practices to under-
stand these dynamics.

» Include youth in politics. Creating avenues and
reducing barriers for young people’s political and
economic participation and leadership are central
to addressing the factors associated with violent
extremism.

P Stop abuses and seek accountability for youth vic-
tims. Eliminating state-sponsored violence against
young people and promoting the means to seek
redress where victimization is perceived or experi-
enced should also be central objectives in address-
ing violent extremism.
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in favor of blanket surveillance or bans on
freedom of the media, online and offline, to
report the news. Fear of surveillance alone has
a chilling effect on journalists and civil soci-
ety and undermines the freedom of expression
that is the lifeblood of healthy democracies.
But more could be done to build on steps now
underway by companies like Twitter and Face-
book to monitor extremist, hate-filled speech
online and block such messages when they

amount to threats of violence.

“Community-based approaches, including
education and outreach to religious leaders,
youth, and women, are critical to effective
strategies to deal with grievances before
they mushroom into violent causes.”

» Adopt
proaches: We must also remember that ex-

tailored, community-based ap-
tremist ideologies thrive as much, if not more,
offline as online. Their leaders exploit the
grievances that derive from security strategies
that target individuals solely on the basis of
their specific ethnic and religious identity. A
sense of injustice and humiliation that comes
from harassment of a Muslim woman wearing
a hijab can deter cooperation with legitimate
efforts of security services, or even fuel a de-
sire for revenge. Community-based approach-
es, including education and outreach to reli-
gious leaders, youth, and women, are critical
to effective strategies to deal with grievances

before they mushroom into violent causes.

» Empower women to counter radicalization:
Gender stereotypes play a particularly nefari-
ous role in how extremists operate. Patriarchal

attitudes and practices serve both as a recruit-

ment tool for men desiring to subjugate wom-
en and as a means for minimizing the role of
women in preventing extremism. Responses
to violent extremism must, therefore, empow-
er women as political, economic, and security
actors willing and able to counter the messag-
es of violence espoused by extremists. This in-
cludes expanding education opportunities for
women and girls and hiring more women in
law enforcement and other security agencies.
A key indicator for measuring the effective-
ness of strategies to prevent violent extremism
should be to what extent gender equality is
factored into the design, implementation, and

reporting of policy and programming.

P> Protect core democratic values: The phe-
nomenon of terrorist and extremist violence
can only be controlled if democracies take the
lead in adopting strategies that align with their
core values. This means adopting a rights-based
criminal justice strategy to hold perpetrators to
account. It also means expanding a prevention
agenda that addresses the underlying drivers of
extremism relating to governance and works
closely with community groups to derail radi-
calization and recruitment. We must hold true
to our core identity as rules-based societies

dedicated to human dignity and well-being.

VIOLENT CRIME

The prevalence of violent crime in both democrat-
ic and nondemocratic societies is one of the more
alarming challenges to public security, as it induces
fear and a desire to take the law into one’s own hands,
a direct threat to human rights and the rule of law.
While reliable data collection is limited mainly to
homicides in developed countries of the West, Asia,

and parts of Latin America, the available evidence
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follows a pattern similar to that of internal armed
conflict: murder rates are lower in strong democra-
cies and strong autocracies, and higher in countries
with a mix of democratic and autocratic character-
istics. As countries progress beyond a threshold lev-
el of democratization, average homicide rates and

their volatility dramatically decline.

“As countries progress beyond a threshold
level of democratization, average homicide
rates and their volatility dramatically decline.”

Strong democracies have built-in methods and val-
ues that favor settling disputes through nonviolent
means, particularly where effective law enforce-
ment and criminal justice systems are in place. A
significant reliance on cultural values of pluralism
and individual equality prevalent in democratic
societies is another factor that tends to limit inter-
personal violence. Strong autocracies, on the other
hand, employ more repressive techniques of law
enforcement and feature cultural values that deny
individual rights in favor of national or dominant
group identity. Both sets of values limit violence,
but the democratic ones generally promote peace-
ful means of settling disagreements while the auto-

cratic ones promote violent means.

Hybrid regimes, particularly those in transition
from autocracy to democracy, face contested al-
locations of power and a weakening of state insti-
tutions that undermine state control of violence.
As democracies mature, they tend to establish in-
stitutions that yield fairer court systems and more
humane penal systems that are seen as legitimate
by their citizens. Government policies, on the oth-
er hand, that allow police violence, solitary con-
finement, and chaotic prison conditions may set a

bad example for citizens and encourage violence.

Researchers have identified many other factors as-
sociated with higher rates of violent crime—high
income inequality, divorce and poverty rates, for
example, though precise causal relationships are
unclear. Some evidence suggests that robust wel-
fare programs, strong workers’ rights, and poverty
reduction initiatives are associated with lower mur-

der rates.

One region of the world, however, stands out for
its chronically high levels of violent crime. Latin
America, despite experiencing significant demo-
cratic progress over the last few decades, suffers
the highest murder rates in the world. Women and
girls are victimized by violent crime in the region
due to high rates of domestic violence, organized
crime, and trafficking. One explanation for these
trends is the high rates of impunity and of lethal
violence by police in many countries of the region,
which only reinforces the importance of building
strong and effective criminal justice systems. Latin
American countries also have some of the highest
rates of inequality in the world, including gender
inequality, further underscoring the general find-

ing regarding this factor as a driver of violence.

WHAT CAN BE DONE

Given the important relationship between aspects
of democracy and violent crime, democratic states
should adopt policies that address both the root
causes of inequality and poverty, and the means by

which crime is controlled.

P Align criminal justice with human rights
norms: It is critical that democratic govern-
ments, working closely with civil society, es-
tablish and strengthen effective criminal jus-
tice systems that uphold due process, combat

impunity, and balance retribution with reha-
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bilitation. They should also strengthen trans-
parent and accountable law enforcement and
rule of law institutions, particularly at local
levels.

» Work with local communities in high-risk
places: Working cooperatively with com-
munities most affected by crime is critical to
establishing the trust that law enforcement
agencies need to keep neighborhoods safe.
This includes focusing deterrence strategies in
the highest risk places by combining law en-
forcement, social services, and community re-
sources for targeted interventions against the
most violent actors. Strategies should include
reducing the stigma attached to high-crime
neighborhoods and democratizing govern-

ment-community relations at the local level.

» Avoid harsh tactics and promote nonvio-
lence: It is particularly important that more vul-
nerable democracies, where violent crime tends
to be higher, take an evidence-based rather than
a heavy-handed approach to public security,
with due concern for civil liberties and human
rights, particularly in direct actions in at-risk
neighborhoods. But all democracies have a re-
sponsibility to model nonviolent behavior by
abandoning harsh crime control tactics such as
torture, cruel and unusual punishment, solitary
confinement, disappearances and extra-judicial
killings. A generalized culture that promotes
democratic values of individual rights and re-
sponsibilities, nonviolence and nondiscrimi-
nation, disseminated through public education
campaigns, will create a better environment for
public security in accordance with the rule of

law and human rights.

HUMAN SECURITY

Of the four freedoms famously articulated in the
aftermath of World War II, freedom from want has
posed perhaps the most complex challenge for de-
mocracies and nondemocracies alike. Traditional
national security doctrines, which undervalue the
individual human dimensions of security, have
proven time and again to be inadequate to secur-
ing sustainable peace, as seen in conflicts driven by
competition for scarce resources like food and wa-
ter. Although the contentious debate for primacy
between promoters of civil and political rights on
the one hand, and economic, social, and cultural
rights on the other, has largely subsided with the
end of the Cold War, the international community
is still a long ways from reaching consensus on a

rights-based approach to human development.

The Sustainable Development Goals, particularly
Goal 5 on gender equality and Goal 16 on justice
and strong institutions, are a step in the right di-
rection of convergence toward a more holistic
approach to putting human beings at the center
of security and development strategies. Goal 16’
emphasis on accountable and transparent institu-
tions, inclusive and participatory decisionmaking,
the rule of law, nondiscrimination, and other fun-
damental freedoms as key elements of sustainable

development is particularly welcome.

If we take freedom from want as a rough definition
of human security (including access to a minimum
threshold of food, water, health care, shelter, educa-
tion, and work), and relate it to indicators of liberal
democracy, we find only a weak overall correlation
between the strength of a country’s democracy and
its levels of human security. The data do reveal,
however, a strong correlation between bureaucrat-
ic and institutionally strong forms of democracy

and higher levels of human security. Autocracies
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based on strong patronage systems, on the other
hand, exhibit low levels of human security. Results
for institutionally weak or patronage democracies

and strong autocracies are more mixed.

“[Tlhe key to improved levels of human se-
curity is to build democracies with strong
state capacity and accountable institutions,
in effect to ensure ‘democracy delivers.”

This data strongly suggest that the key to im-
proved levels of human security is to build democ-
racies with strong state capacity and accountable
institutions, in effect to ensure “democracy de-
livers” Higher quality of governance centered on
meritocratic, impartial bureaucracies with low
corruption is highly correlated with a host of pos-
itive human development outcomes, including in
developing democracies. Such strong democracies
typically feature auditing and oversight mecha-
nisms, social welfare organizations, anti-corrup-
tion tools, conditional grant assistance to low-in-
come families, and strong schools, all embedded
in a transparent and accountable framework.
Where corruption is high, on the other hand, low
levels of human security are more likely. Weak
democracies tend to feature political parties that
rely on patronage to garner support for short-term
electoral gains, which in turn promotes clientelist

public services and weaker rule of law.

WHAT CAN BE DONE

Though democracy per se is not strongly correlat-
ed to human security, there is compelling evi-
dence that strong democratic institutions coupled
with competent meritocratic bureaucracies lead
to better human security outcomes. The interna-
tional community should take these findings to

heart when they consider how to support capac-

ity-building of state institutions in their own and

other countries.

P Invest early in state capacity: For democra-
cies in earlier stages of development or emerg-
ing from conflict, sequencing and prioritiza-
tion matters, e.g., heavy early investments in
competitive politics may not bear fruit unless
there are simultaneous investments in build-

ing strong and accountable state institutions.

P Expand public participation in social ser-
vices: Specific actions to integrate the supply
and demand components of meeting basic
human needs should include increasing trans-
parency and participation in public budgeting,
establishing anti-corruption mechanisms, and
improving rights-based public education on
availability of social services at the local level,
especially for women, children, and other sec-
tors of society. Assistance to local communi-
ties with lower levels of human security should
follow a bottom-up, demand-driven method-
ology. And to prevent the typical drops in hu-
man security in localities suffering from nat-
ural disasters or emergencies, states, working
closely with civil society, need to invest in cri-
sis prevention to promote resilience and quick

recovery.

GENDER EQUALITY AND SECURITY

Over 70 years ago, the U.N. Charter declared equal
rights for women and men, yet women continue
to experience profound discrimination in politi-
cal, economic, and social affairs around the world.
Worse, they are horribly victimized by physical
and psychological violence, threatened and real.
Researchers are making progress in identifying the

contributing factors for this persistent phenome-
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non. It should not come as a surprise they are con-
cluding that higher quality democratic systems,
which are founded on the core principle of equality
before the law, are a necessary though insufficient
condition for higher levels of both gender equality
and physical security of women. Autocracies, on

the other hand, show inconsistent or wider gender

gaps.

“[Hligher quality democratic systems
[with] equality before the law are a neces-
sary though insufficient condition for high-
er levels of both gender equality and physi-
cal security of women."

If we look specifically at political and economic equal-
ity between women and men, we find a positive
correlation among middle and higher quality de-
mocracies, and a non-existent correlation among
autocratic countries. Empirical evidence also
provides a link between greater participation of
women in politics, particularly as legislators and
cabinet officials, and more targeted social, polit-
ical, and economic policies that support gender
equality. India’s positive experience with gender
quotas—which make it possible for large numbers
of women to serve on panchayats, or local govern-
ment councils—have improved public service pro-
visions in primary education and water sanitation.
Where women are fully participating economical-
ly, such societies are likely to be more economical-
ly competitive, according to the World Economic
Forums 2016 Global Gender Gap Report. And
better conditions for women contribute directly to

improving the fortunes of their children.

It appears that a threshold state of strong demo-
cratic practices and values, with ample civic space
for women and capable institutions for designing

and enforcing nondiscrimination rules, provides

the optimum conditions for strengthening both
democracy and gender equality. Countries below
that threshold exhibit widely varying levels of gen-
der equality, suggesting that other factors—political
ideology, institutional capacity, or cultural and reli-

gious norms and heritage—are more important.

When we look at gender equality in terms of the
physical security of women and girls, the evidence
is even stronger that higher quality democracies
are associated with lower levels of violence against
women, particularly in states with higher levels of
GDP per capita. The relationship between these two
factors is weak to non-existent among autocratic
and hybrid democratic regimes. This could be due
in part to poor data collection, underreporting by
victims for fear of reprisals, or stronger values of
gender equality in some nondemocratic societies.
Regardless, much more needs to be understood
about how gains in relation to gender equality in the
public domain can be translated into the private do-
main of homes. But the fact remains that the coun-
tries with the highest levels of freedom also have
very low levels of violence against women. Coun-
tries suffering from high levels of trafficking for sex-
ual exploitation—roughly 98 percent of trafficking
victims are female—are also likely to be associated
with higher levels of corruption and impunity, a

toxic recipe for trafficking networks to flourish.

Another key finding in this field is that more gen-
der equal societies are less likely to engage in both
internal and external violence. Foreign policy,
after all, generally reflects a society’s values and
practices at home. Societies in which women are
more secure physically score higher on a number
of scales of relative peacefulness. Higher rates of
female representation in parliament, female lit-
eracy, and female-male higher education attain-

ment ratios are three additional indicators clearly
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Figure 3.1
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associated with lower levels of intrastate conflict.
When women participate meaningfully in negoti-
ations between warring parties, they help ensure

better implementation of peace agreements.

WHAT CAN BE DONE

As in other categories of security, democracies that
score highest on scales of democratic governance
and freedom exhibit better results in terms of gen-
der equality and women’s security, while hybrid re-
gimes and autocracies score worse. Strong democ-
racies place a higher value on gender equality and
human rights and have the laws and institutions
needed to enforce those values. They also bene-
fit from higher levels of gender equality in other
ways—more economic productivity, healthier

families, and greater domestic and external peace.

The clarion call from the Beijing Women’s Confer-
ence in 1997 that women’s rights are human rights
and human rights are women’s rights is now well

ensconced in international law and politics. The

Figure 3.2
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U.N. General Assembly reaffirmed in 2011, for ex-
ample, that women’s equal political participation
is central to strengthening democratic processes,
attaining gender equality, and achieving sustain-
able development. U.N. Security Council Resolu-
tion 1325 on womens role in peace and security
and Goal 5 on gender equality of the Sustainable
Development Goals further underscore the wide-
spread global consensus on these linkages. But
much more progress is needed to translate these
gains into tangible improvements for women in
both the public and private domains. The Com-
munity of Democracies should be in the vanguard
of turning these promises into reality. It can do this

in many ways.

P> Expand opportunities for women in politics:
Women from all walks of life must have equal
opportunities to be part of national and local
legislatures, with special attention to targeted
support in countries where women are un-
derrepresented in politics or where politically

active women are disproportionately targeted
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for violence. Women also can play a vital role
in other political processes, especially security

sector reform and judicial bodies.

» Close the wage gap: On the economic front,
states should do more to close the female wage
gap relative to men; expand opportunities for
women’s access to business, labor, and land; and
create safe havens in markets, as well as health

and legal services.

» Protect women from violence: Women flee-
ing violence in their homes or their workplaces
should benefit from special measures to protect
them and help them find sustainable livelihoods
for them and their families. Human trafficking
is particularly pernicious and demands inte-
grated approaches composed of laws criminal-
izing gender violence, proper gender-sensitive
police training, resources to protect women and
girls from repeat offenders, and transnational
cooperation to break up cross-border traffick-
ing organizations. Civil society groups working
in this field are essential pillars of support and

deserve public recognition.

“We know from experience what women
leaders and diplomats can do to mainstream
gender equality in the realm of national se-
curity. ... It's time to scale that up.”

» Mainstream gender equality in security af-
fairs: We know from experience what women
leaders and diplomats can do to mainstream
gender equality in the realm of national securi-
ty, military affairs, and foreign policy. It’s time
to scale that up. Community of Democracies
states can lead by example by giving women
a much greater role in conflict prevention,

peace negotiations, and post-conflict recovery

mechanisms like transitional justice and con-
stitution drafting. They can also lead by imple-
menting and auditing gender mainstreaming
policies in ministries responsible for security,
defense, and foreign policy; expanding oppor-
tunities for female diplomats inside and out-
side their organizations; and providing spe-

cialized training and networking.

CYBERSECURITY AND AN OPEN
INTERNET

Digitization and the internet have revolutionized
global communications at lightning speed. New
technologies have also expanded opportunities for
economic development, including among low-in-
come communities. The golden age of instant
and highly mobile connections with neighbors
near and far, however, is entering a dark period
of weaponization and exploitation that directly
undermines fundamental principles of democrat-
ic governance, human rights, and the rule of law.
This more negative side of the digital phenome-
non is both disorienting and clarifying for dem-
ocrats. The intoxicating explosion of information
at our fingertips has numbed us to the malicious
forces working to manipulate these networks for
undemocratic and criminal ends; more recently,
revelations of direct interference in free and fair
election processes are waking us up to the scope of
the problem and the need for workable solutions

in accordance with liberal democratic values.

The vast expansion of personal data in the hands
of corporations and governments is another com-
plicating factor that calls for a more coherent and
rights-based approach to digital governance. Who
determines the standards and practices for gover-
nance of the internet and on the internet, and how

it is exercised and monitored, have become critical
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questions for the future health of liberal democra-

cy and universal human rights.

The geopolitical environment is not ideal for or-
ganizing a rules-based and rights-friendly regime
designed to maximize the upsides of the internet
and mitigate the downsides. The players on the
field are diverse and have multiple and conflict-
ing interests and values ranging from zero to total
regulation of cyberspace. The fragmentation of the
global internet into domains bound by restrictive
national laws that contravene the “freedom to seek,
receive and impart information and ideas through

any media and regardless of frontiers”** is growing.

This is both a problem and an opportunity. If lead-
ers of the Community of Democracies organize
themselves into a coherent coalition to negotiate
guidelines for protecting an open, neutral, and
stable internet where rights to expression, privacy,
and civil democratic discourse are properly pro-
tected, they would at least provide a brake on the
lawlessness that is encroaching on the internet. We
could then move with some confidence toward an
international regime that would properly facilitate
the best uses of the internet as an instrument for
advancing democratic development, freedom of

expression, and human dignity.

We are particularly troubled by the increasingly ag-
gressive attacks from some authoritarian govern-
ments and so-called “patriot hackers” to interfere
directly and indirectly in the conduct of free and fair
elections. Through the use of propaganda, fake news,
anti-democratic trolling, and disinformation perme-
ating conventional and social media, these forces are
manipulating how citizens participate in politics in
democratic countries. Worse, they have attempted
to hack into the critical infrastructure that protects
the sacred integrity of the secret ballot and the pub-

“The intoxicating explosion of information at
our fingertips has numbed us to the malicious
forces working to manipulate these networks
for undemocratic and criminal ends.”

lic’s trust in electoral results. This is not to mention
the strenuous efforts they have made in their own
countries to censor free expression, restrict freedom
of association, and ensure their own compromised

elections result in perpetual one-party rule.

Authoritarians are threatened by an open and ac-
cessible internet because it has contributed to the
diffusion of power, freer flow of information, and
more reporting of human rights violations that
would otherwise go unnoticed and unpunished.
Victims now post videos of atrocities on YouTube,
in hopes they eventually may be used as evidence
in accountability proceedings. Human rights
investigators, for example, used satellite imagery
to expose abuses in North Korean political prisons
and potential mass graves in Burundi that other-
wise may have gone undiscovered. The internet is
also empowering democracy advocates to organize

effectively and communicate in mass movements.

This diffusion of digital technology, particularly
under the current dominant model of control by
private companies, is raising major concerns re-
garding fundamental rights to privacy of individ-
uals, family, correspondence, and home protected
under international law. Government sponsorship
of mass internet surveillance, including in more es-
tablished democracies, in response to threats, real
and perceived, of violent extremism and crime, is

a direct breach of such privacy.

As governments and hackers become more adept at

monitoring citizens activities online, they can tar-
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get their political opponents and human rights de-
fenders more effectively, including attacks on their
physical security. But more generalized tactics
have been deployed too: internet restrictions by
governments on their own populaces are becom-
ing widespread, with more than 40 documented
shutdowns in 2016 alone, justified on grounds of
either “national security” or “public order”* Such
interferences chill free speech, disrupt other fun-
damental rights, cause panic, and disrupt public
safety and emergency services, endangering the

physical safety of all citizens.

“Givenits inherently borderless nature, we ad-
vocate treating the internet as a global public
good, like the environment, which needs com-
mon rules to keep it healthy and strong.”

International efforts to establish basic norms and
protocols to govern the infrastructure of the inter-
net and its global interoperability are way behind
where they should be, given the ever accelerating
penetration of the network in our daily lives. Given
its inherently borderless nature, we advocate treat-
ing the internet as a global public good, like the
environment, which needs common rules to keep
it healthy and strong. This means establishing gov-
erning authorities that involve multiple stakehold-
ers, from private corporations and technologists
to government officials, legislators, and civil so-
ciety. The International Corporation for Assigned
Names and Numbers (ICANN), which has adopt-
ed such a multi-stakeholder system of governance
for the technical assignment of internet names and
domains, is one model, as is the U.N.-sponsored
Internet Governance Forum. The real danger is
posed by states that want a state-led multilateral
approach that would give countries which do not
share the same interests in an open and neutral in-

ternet a greater say in controlling the web.

WHAT CAN BE DONE

If democracies committed to transparent, account-
able, and rights-based approaches to governance do
not get moving, the internet will soon fall prey either
to further pollution by fake news, disinformation,
and harassment, or patchworked lowest common
denominator regimes that impair human rights.
The Community of Democracies, collectively and

individually, should aim for three main objectives:

P Protect electoral processes: Democratic gov-
ernments must quickly modernize the security
of critical electoral machinery (this may involve
low technology solutions); detect and punish
state-sponsored and non-state attempts to hack
into such systems; cooperate in cross-border
prosecutions of such hackers; and draft a code
of conduct with pledges of non-interference in

each other’s elections.

P Defend human rights online: Democracies
need to lead by example in their own domes-
tic protection of fundamental human rights
online as well as offline. Landmark legislation
such as Brazil's Marco Civil de Internet, and
multi-stakeholder initiatives privileging secu-
rity and openness such as the Freedom Online
Coalition, are examples of concrete laws and
initiatives that should be expanded upon and
supported. Public-private partnerships can help
citizens secure more protections against trolling

and harassment through networks, apps, and

“It's time for democracies to move beyond
the usual laissez-faire approach to internet
governance and ... draft a code of good in-
ternet governance that protects democra-
cy and human rights as a baseline approach
toward a global agreement.”
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devices that respect their privacy and keep them

safe from surveillance, hacking, and censorship.

Push for open internet governance: It’s time
for democracies to move beyond the usual lais-
sez-faire approach to internet governance and
establish a model based on such key principles
as shared leadership, the free flow of informa-

tion, and protection of individual privacy and

intellectual property. Toward this end, demo-
cratic governments, working closely with ex-
isting initiatives like the Internet Governance
Forum, should establish a multi-stakeholder
cybersecurity working group to draft a code
of good internet governance that protects de-
mocracy and human rights as a baseline ap-

proach toward a global agreement.
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CONCLUSION

cross a wide panoply of security challenges
Athe world faces—from civil war to violent
crime—societies that govern themselves with full
respect for liberal democratic principles and uni-
versal human rights are safer, stronger, and more
secure. The empirical evidence and lived experi-
ence of the last many decades prove that we can
reduce the risk of war and conflict if we treat all
human beings as born free and equal in dignity
and rights, without distinction of any kind.* Lib-
eral democratic systems of governance, which are
founded on this fundamental value, achieve better
security outcomes for their citizens if they adhere

to it in both spirit and practice.

“[Slocieties that govern themselves with
full respect for liberal democratic principles
and universal human rights are safer, stron-
ger, and more secure."”

The implications of these findings are clear. To
ensure domestic peace, strong democracies must
guard against erosion of the core principles of
equal participation, accountability, rule of law,
and transparency. Weaker states committed to
the democratic path must redouble their efforts
to consolidate their institutions, widen the social
contract, and strengthen the rule of law. Author-
itarian leaders must reexamine their obligations
under international law to protect civilians from
crimes against humanity, implement their human
rights commitments, and subject themselves to the
will of the people as expressed in periodic and gen-

uine elections.?”

The international community writ large, including

civil society and the business sector, should work

Conclusion
Liberal democracy and the path to peace and security

together to strengthen liberal democratic process-
es and values at home and support like-minded
democrats around the world in order to build a
safer and more peaceful world. International or-
ganizations, from the United Nations to the World
Bank, together with regional organizations, from
the African Union to the European Union, should
adapt their approaches to security and develop-
ment in light of these findings. The Community
of Democracies and its participant states and civil
society partners have a special responsibility to be-
come the vanguard of these efforts. They can do
so by integrating the importance of liberal democ-
racy and human rights across the entire security

spectrum.

The recommendations set forth above, in addi-
tion to those elaborated upon in the related pol-
icy briefs, offer a positive roadmap for the long
journey of avoiding conflict and building peace.
We must do more, for example, to move societies
out of the intermediate stages of democratization
toward more inclusive and effective systems of
governance. We must build strong, accountable,
and transparent institutions based on meritocrat-
ic bureaucracies and effective delivery of public
services. We must empower women as agents of
political, economic, and security reforms. We
must promote open, accessible, and stable digital
communications around the world. And we must
embrace our youth as responsible citizens and
prepare them to lead their societies in accordance
with universal human rights values. This is the

path to peace and security.
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